)vNCLDS

North Carolina Longitudinal Data Service

Privacy Threshold Analysis (PTA) and Security Form

Preamble

The NCDIT Privacy Threshold Analysis (PTA) for NCLDS is used to gathe: \nformation g »_* each
NCLDS Data Request involving exposure of Personal Identifiable Information (Pll) anw or L otected
Health Information (PHI) to determine if any information privacy con-e.ns exist, and t~ 'ocument that
the Data Request meets the requirements for the transfer of date

The PTA process maps Data Request information to NCDI™’s requirements 1or t .e movement of
sensitive data and identifies required information and doru...er.tation that shc "ild be submitted with
the PTA for review by the NCLDS Team and NCDIT Prive oy Team.

A Data Request must meet privacy safeguardinc e 'tirements L ~’ore Jata sets containing PII/PHI
can be transferred to a Requester. The data usc.4e nust be Irgal axd must align with the Fair
Information Practice Principles (FIPPs) (see hips://www.ig<.cov/resources/fipps), and there must be
a written and signed Data Use Agreement i~ piace prior ‘v ‘he transfer of data.

If you have questions abou* this teniplate or p.ocess, please contact the NCLDS Team and the
NCDIT Privacy Team.

NCDIT Privacy Team: D\ [Privacy@r c.q v

NCLDS Team: N“TLCshelp@nc gV
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A. Data Request Information

Data Request ID

Project Title

Date Data Request Initiated

NCDIT Lead/POC

Title NCLDS Executive Director

Email ncldshelp@nc.gov
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Description of Use/Overview:

Provide a comprehensive overview of the use case data request in plain language, excluding
abbreviations, that includes identification of the type(s) of data (personal, employment, financial,
medical, etc.); whose PII/PHI it is (employee, student, patient data, etc.); the purpose of the v s¢, and

the limitations on the use.

Overview
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Project Purpose/Objectives
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Federal and/or State Privacy Standards/Statutes/ Policies to which the Data in the Request may be
Subject

IDEA Part C (DHHS, NCDPI)

FERPA (DHHS, NCDPI, NCCCS, UNCSO, NCICU)

HIPAA (DHHS)

NCGS §§ 9S-4(x), 143B-7, & 143B-10 (Commerce)

20 CFR Part 603, subpart B (Commerce)

Internal Revenue Code (Commerce)

CJIS

Other

If Other, please list:

Data Requested

To view/open the Data Requeste d e tract, plec.<e < =e the associated link provided in the NCLDS
Data Selector Application.
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Summary of PII/PHI Usage (Select one)

Data Request made by NCLDS Contributors: Per the NCLDS Contributor Memorandum of
Understanding (7.b): "Reports requested by and disclosed to a [Contributor] shall contain
UIDs unless prohibited by Applicable Law or by a restriction put in place by the relevant
Contributor. If the Contributors responding to a Request determine that other PlI or identifi>u
Data should or must be shared to fulfill the Request, other identified Data may be shar~d
upon mutual agreement by the relevant Contributors. The receiving Party must comniy witn
privacy and security protections included in this Agreement and all Applicable Lav ."

All other Data Requests: Per NCLDS Contributor MOU (8.a): "GDAC, .v.*h  ss stance from
the relevant Contributors, shall

i. De-identify Data, including the removal of UIDs, before generati-q Rejorts for Rcquesors
who are not Parties to this Agreement. The Parties shall assign rena>m unique 10~1uiiers to
De-ldentified Data in the Reports to replace the UIDs;

ii. Provide Requestors with relevant Metadata;

iii. Perform small cell suppression to the most restrictir e '2vel based 7 *he Data disclosed
by the relevant Contributors; and

iv. Screen for Secondary Disclosures."

Data Request ID

Does the contract Data Use Agreeme¢ nt .nciude Pl,/~ Hi handling language?
Yes; see Sections 1, 4, 5, 7 nd o of the Drua 'Jse Agreement @

No O

To view/open the N.*= Jse Agre=er! (DUA), please see the associated link provided in the NCLDS
Data Selector 1py. 'ication.

Primarv “o.tact

Fo'" Naje

Do Proiect 1 ersonnel require access to PII/PHI?

Yes @
No O
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B. Purpose

Data requests need to fit within one of the following purposes. (Select ALL that apply)

A. To improve data quality, data automation, and data linking of common enterprise date v
across the State.

B. To implement shared internal compliance controls for data governance inc'za. 0
enhanced auditing capabilities across the enterprise.

C. To provide a platform for shared service and business system optiization ar=ly*.cs
across the enterprise, to include predictive models used te estimate prograr: or nnicy v
reach, effectiveness, and/or impact.

D. To make data more easily accessible, standardi zed ~fficiently ni~cesed, and useful v
across the State.

C. Data Subjects

Identify the categories of individuals 7. >sc~.cin the dia .~yuest data. (Select ALL categories that apply)

Employees

Children (0-5)

Students (K-17)

Students \nos tsecondery, % v ntinuing education)

Pztienrts

incarcer...~d Individuals

Other

If Other, describe
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D. Types of Information and Risk Impact

. Types of Information

Identify the types of information that will be accessed as part of this Data Request.
(Select each category required.)

Personal Financial  pedical 'r .1 1ation

Personal Information Employment Information .
Information

Inpe*~at ~nd

Name Employment status ﬁ?g;r’r\:vaat?oer; earnings ou e 't medical
16C0. 2

ID Number (e.g., eScholar - o . [/
UID, CNDS, etc.) Duty Position Separation information | | Pharmacy records
(Ssog;\?)l Security Number Leave balances and history Financial benefit . ~cords Imr. nizatin records
Full or Partial Address Income ta w.*hh. !ding Meuical and physical
including code only records ' _ . Foard records
(including ZIP cod ly) Work Schedules d I_ | b sard d

‘ — Neuropsychological
Email Address(es) Individual Personnel Records | Acc.ating Records functioning and

W 4 ~cognitive testing data
D_ate of Birth (even if year of Retirement Records | Health assessments
birth only) —
Gender Sponsor Duty Locatio.
Branch of Service Unit of Assign nem ‘UIC) [ J
Citizenship Ocr up. tic. |—
Defense Enrollment
Eligibility Reporting System 2ank
benefit number(DEERS
Beneficiary ID)
Sponsorship and ber, ficia y | I - Y
information I SV s
Race and zu ~ic rigin | Security Clearance Information

—ist a1y additio:~l sens.iive data you plan to use that is not identified above:
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Il. Risk Impact of Data

What is the impact of the collected information on identifying a specific individual?

o w Moderate . Hgh

Individual data elements

Data elements are not Combined data elements  gjrectly identify specific
directly identifiable alone uniquely and directly individuals. (e 3, SSN,
L but may indirectly identify  identify individuals. (e.g., EDIF!)
Identifiability individuals or significantly driver’s license +
narrow large datasets. financial information)

O O O

What is the impact of the potential loss, compromise, or dis ~losure c€ F"%

L Iaaveeetia O

A <e\ zre or catastrophic

A limited number of A serious or sLb. antial et
individuals affected by a number of inaividuals number of individuals
loss, theft, or affected b, s, theft, or ~ =+fected by loss, theft, or
compromise. Limited com, rorise. Sericun compromise. Severe or
collective harm to cul'ective bzam catastrophic collective
individuals, harm to the Aanviduals, §oarr; <~ the ha[?t:%'ggé‘gg}lzlts_é:zrm
: organization’s reputation, . ganization’s renutation, Izatl
Quantity of Pil ° or cost to tEe ’ oi ce it to the reputation, or cost to the
organization in oroa ization in organization in addressing
addressing a braw.h. add ess'ng abreach. @ breach. Aggregation of a

significantly large amount

+.7 greqation of a serious :
of data, e.g., “Big Data.”

Jr s ibstantial amount of
data.

@) O O

What is t'ie sensitivity level of the data elements?

Data fields, alone or in

Diita1.~lus, alone or in Data fields, alone or in

C" Tiunation, have little combination, may be combination, are directly

reicvance outside the relevant in some other usable in other contexts
context. contexts and may, in and make the individual or

those contexts, make the organization vulnerable to

individual or organization ~ harms, such as identity
vulnerable to harms, theft, embarrassment, loss

such as identity theft, of trust, or costs.
embarrassment, loss of
trust, or costs.

O O O

Da.a Elerme t
Sens’. ity
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What is the impact of the disclosure of the information collected?

Disclosure of the act of
collecting and using the
Pll, or the Pl itself, is
unlikely to result in harm
to the individual or
organization. (E.g.:
name, address, and
phone numbers of a list
of people who subscribe
to a general-interest
newsletter.)

O

Context of Use

Moderate

Disclosure of the act of
collecting and using the
Pll, or the PlIl itself, may
result in harm to the
individual or
organization. (E.g.:
name, address, and
phone numbers of a list
of people who have filc d
for retirement benefits. )

O

Disclosure of the act of
collecting and 1°5ing the
Pll, or the P'l *sef, is
likely to resu' i severe or
catastrerhic harm to the
individu=: 0 organization.
(E.g : neme, address, and
phcae aumbers of a list of
people who work
undercwver in law
el ‘oicerient.)

O

What is the impact of the location a..d iccess to the 1ata?

Located on computers
and other devices on 21
internal network. Accos

limited to a sme'l

population ¢ f t1.=
organization’s . 'u.laoice,

such 7.5 1| or,ram or
offic= *..al owns the

informau ~n on behalr of
the o' ganization. * ~cess
anly allowed at  hys.cal

Ic cations ow1ed by the
organization (e.y., official

officez} be *kups are

sthre! at government-
>+med facilities.
Em,'oyees or contractors
0 not store or transport
Pl off-site.

Access to and
Location of P’/

®

Data Request ID:

Moderate

‘.ocated on co.nputers
and othei devices on a
network ccnuolled by the
orgi ruzation. Access
In~ited to multiple
populations of the
oryanization’s workforce
beyond the direct
program or office that
owns the information on
behalf of the
organization. Access
only allowed by
organization-owned
equipment outside of the
physical locations owned
by the organization only
with a secured
connection (e.g., virtual
private network (VPN)).
Backups are stored at
contractor-owned
facilities.

O

Located on computers and
other devices on a
network not controlled by
the organization or on
mobile devices or storage
media. Access open to the
organization’s entire
workforce. Remote access
allowed by equipment
owned by others (e.g.,
personal mobile devices).
Information can be stored
on equipment owned by
others (e.g., personal USB
drive).

O
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E. Source System Information

Agency and Source System Names

Early Childhood Integrated Data System (ECIDS), Department of Health and Human
Services (DHHS)

NC SchoolWorks (NCSW), Department of Public Instruction (NCDPI)

NC Community College System (NCCCS)

UNC System Office (UNCSO)

NC Independent Colleges and Universities (NCICU)

Common Follow-Up System (CFS), Department of Commei o«
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Agency System Owners

ECIDS/DHHS

NCSW/NCDPI

NCCCS

UNCSO

NCICU

~,FS'Commel e

Data Request ID:

Name
Office Phone

Email

Name
Office Phone

Email

Name
Office Phone

Email

Name
Office Phone

Email

Namne
Dffice Pho' e

Email

Name
Office Phone

Email
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Agency Privacy Office(s)

ECIDS/DHHS

NCSW/NCDPI

NCCCS

UNCSO

NCICU

C" S/Cor.merc?

Data Request ID:

POC Name
Office Phone

Email

POC Name
Office Phone

Email

POC Name
Office Phone

Email

POC Name
Office Phne

=nail

POC Nam..
O fic> ?hone

rmel

POC Name
Office Phone

Email
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Authority

Cite the authority for the agency to collect, use, maintain and/or disseminate and cite the specific
provision(s) that authorizes the operation of the system, collection of PII/PHI, and use as intended PII

§ 143B-1321. Powers and duties of the Department [NCDIT]; cost-sharing with exempt entities.

(a) The Department shall have the following powers and duties:

(1) Provide information technology support and services to State agencies.

(2) Provide such information technology support to local government entities and ot'ie 3, as may be
required.

(4) Assist State agencies in meeting their business objectives.

(5) Plan and coordinate information technology efforts with State agen-.ies noiiprofits, and private
organizations, as required.

(6) Establish a consistent process for planning, maintaining, and ¢ <4 iiring the State « inTormation

technology resources. This includes responsibility for developing and ramii.istering a ~~.. prehensive
long-range plan to ensure the proper management of the State's irfol metion techrolr gy resources.

(7) Develop standards and accountability measures for infori.>a.ioi1 technologv projects, including
criteria for effective project management.
(8) Set technical standards for information technology, rc.ie v and app ove information technology

projects and budgets, establish and enforce information tachnology sec .y siandards, establish and
enforce standards for the procurement of information te clir dlogy resc Irc=<, and develop a schedule for
the replacement or modification of information techno\~ay system.

(12)  Operate as the State enterprise organize.nn for informc tion technology governance.
(13)  Advance the State's technology and 'a.c .nanager..cq ~apabilities.

(18)  Prescribe the manner in which nfo, mation tec: noingy assets, systems, and personnel shall be
provided and distributed among age nc.es, to include ~hanging the distribution when the State CIO
determines that is necessary.

(21)  Establish and operate, o1 delegate ope =tions of, centers of expertise (COE) for specific
information technologies an’. services tc scrve two or more agencies on a cost-sharing basis, if the State
CIO, after consultatior ..ith the Office nf St=te Budget and Management, decides it is advisable from the
standpoint of efficienc_~ar d econom ‘o :stablish these centers and services.

(22) Identify a"wu acvelop proj~ct.: to facilitate the consolidation of information technology equipment,
support, and projoate,.

(30)  Suprortuwe operal on f the CGIA, GICC, GDAC [Government Data Analytics Center, home of
NCLDS]. a1 911 Boara.

§ 116E-4 Po.‘ers and duties of the Center [GDAC].
(a) - ae Center shall have the following powers and duties with respect to the System:

(2) Provide general oversight and direction to the System.
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§ 116E-5. North Carolina Longitudinal Data System.

(©)

The System shall be considered an authorized representative of the Department of Public

Instruction, The University of North Carolina, and the North Carolina System of Community Colleges under
applicable federal and State statutes for purposes of accessing and compiling student record data for
research purposes.

(d)
(1)

T TS@meoo T

The System shall perform the following functions and duties:
Serve as a data broker for the System, including data maintained by the following:

The Department of Public Instruction.

Local boards of education, local school administrative units, and charter schools
The University of North Carolina and its constituent institutions.

The Community Colleges System Office and local community colleges.

The North Carolina Independent College and Universities, Inc., and wri ate ~ulleges or universities.
Nonpublic schools serving elementary and secondary students.
The Department of Commerce, Division of Employment Security
The Department of Revenue.

The Department of Health and Human Services.

The Department of Labor.

Using Data Sets NCDIT/ NCLDS has ingested

Does the data request involve using one or more .aw: <ets alre ady ingested in NCDIT/ NCLDS?

Yes O
No @

If yes, has a Restricted Dat~. ,"cu :s¢. Request to obiain permission to use the data been completed?

Yes O
No O
N/A ®

Has th~ request been o pruved by the data owner?

Yas; the Nata Us 2 Agreement governing the request is attached

O,
No O
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Source Agency Privacy Office Agreement:

Have the agency source system privacy offices agreed with the intended use of the data?

Yes

No

O®

If No, please explain why

Use Limitations and Required Safeguards

List all limitations on the use of the data and required safeguards b ' . e privacy un ce or data owner

Limitations on the use of data exposed to NCLDS and 2;zproved Request.rs n addition to those
prescribed by the attached Data Use Agreement and au el 2vant state an ' federal statutes pertinent
to each data element (e.g., FERPA, HIPAA, etc.), i=~icde the follo vir.o:

§ 116E-2. Purpose of the North Carolina Lorzitudinal Data Cvsten.
(b)The linkage of student data and workforce ua a for the nurpco:es of the System shall be limited to
no longer than five years from the later o t".€ aate of the s*udent's completion of secondary

education or the date of the student's la.?s. attendan<ec au an institution of higher education in the
State. (2012-133, s. 1(a).)

Data Retention Limits
Cite the data retention lim.cs relevant tu v e approved Data Request

The requestea -ec~:ds will be u. e to perform longitudinal statistical analyses in accordance with the
project des- rip.on in Part A.

Records are retain=d over wie course of the approved period of the project (as detailed in the Data
Us~ .\g.=,ement) in a secure server vetted by NCDIT, NCLDS, and/or its Contributor partners, in
gccorcance witk requirements established by NCDIT ESRMO.

D..ca Use Ay-eernient

To vie. Yopen the Data Use Agreement (DUA) documentation, please see the associated link provided in
the NCLDS Data Selector Application
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Source System Information

Source System IL Level (e.g., IL-4)
Note: For Cloud based systems only

Source System RMF Data Categorization (e.g., H-M-M)
Will you be linking data across systems?

Yes. Unless otherwise noted here, data will be linked across all approved date soi. ces. @

No O

If you answered “Yes” above, what System(s) will you be linking data i-011/t0?

Data will be linked among all of the systems indicated at the . p of this page in accordance with the
linkage requests included in the approved Data Reque st farm

Will you be using person-level/individual-level data:

Yes

O

No

O

Will Pll be exposed to the enc user directly ?

Yes

O

No

O

If yes, 'vhat fields 272 beirnig removed or modified? What fields are being retained for end use?

To vi_w/op *n the Data Elements Selected extract, please see the associated link
provided in the NCLDS Data Selector Application.

Data Request ID: Page 19 of 29



Will you be linking data using a personal identifier or identifiers?
(SSN, EDIPI, Name, DEERS ID, etc.)

Yes

No

Which personal identifier(s) will be used?

How will you be using the personal identifier(s)?

Raw

Hashed

Masked

Data Request ID:

O O
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F. Risk Assessment (Data Privacy and Protection)

Pll is accessed by NCLDS to facilitate and enable the exchange of student data among agencies and
institutions within the State, generate timely and accurate information about student performance that
can be used to improve the State's education system and guide decision makers at all levels, and
facilitate and enable the linkage of student data and workforce data, per NCGS 116E-2. Data is cnllected
from source systems in a raw form that contains PII. The PIl is used to join data sets together < a
unique key. In a limited set of data requests, authorized users with a need to know may be ~h.= to view
Pll. PIl will also be used as inputs to population analytics; the resultant population analvtics data will be
aggregated at the unit level, but all appropriate protections will be in place to mitigate r '« 1> the
individual.

» Data Summan- she 3t o -ilable in NCLDS Data

How many unique individuals will be identified in the data Selector Applic ++on

Will the complete data set be used or will segments of the data be 1s>a? If a sepoent what fields?

The entirety of the data sets resulting from the linkages d~cribed on tiie nicvious page will be used
by the approved Data Requester.

Is Pl exposed to the end user directly or will it k< re ~oved?

O

Exposed

O

Removed

What PII fields are being retan.=d for end us~>"

Whic h data ei -.ent= are being hashed?
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Will only authorized users with a need to know be able to view PII/PHI in data request data?

Yes @
No O

How is this access decided and enforced?

Per Data Contributor approval of the Data Requester's team members propos=d or authorized use
in the approved Data Request (Stage B, Item Il.a), and as enforced via thi: *orms of the Data Use
Agreement

Will the data be aggregated at the unit level?

Yes

No

O O

If you answered “No” please explain why and ur.de~ wnat circums.ances.
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How are data protected while in the custody of NCLDS during dataset preparation? What administrative,
technical, and physical safeguards will be implemented to protect the data throughout the NCLDS data
preparation lifecycle?

Administrative:

» Employee training and agreement to a Non-Disclosure Agreement (NDA) are a pre-requisite for access
to Vendor-hosted NCLDS applications and data and are renewed annually. Training topics inclue:
Acceptable use of system and customer materials, cybersecurity incident prevention mecsures | privacy
training, specialized training to comply with laws applicable to all data types (e.g., HIPAA +'ERPA, etc.).

Technical:

* The Vendor encrypts all data during transit and at rest.

* Access control to all Vendor-hosted NCLDS applications and data is contrun™d “arsugh NC SEAT (North
Carolina SAS Enterprise Authentication Tool) security roles and governanc e ' cirements Access is
granted only to authorized individuals.

* All Vendor-hosted NCLDS applications are integrated with NCID ana re ruire Multi-Fzcte~
Authentication.

* Penetration testing is used to assess risk and vulnerability prior i . 2'l major rele:c sz< of Vendor-hosted
NCLDS applications. If risks are identified, Vendor will mitigate arnd! -emediate isv'1es found per the
contract terms.

Physical:

* NCLDS data resides within a dedicated managed ~n.’ hr.sted c.stc ner environment. Data is kept and
remains logically separate from other customer du.a. v".less other. se defined in applicable agreements,
approved for transfer by appropriate Vendor ar- cus.omer ma iagenient, or customer solution
requirements.

If this data request involves PHI, are thei> meas.'e. in place to ensure HIPAA compliance
(i.e. no re-identification )?

Yes
No

Do these safr.gua1 Is meet th.> aata owner and privacy office requirements?
Yes

No O

o they meet *he requirements specified in the legal agreements (typically MOAs) that allow NCLDS
accez~ to e data for the purposes of data preparation for fulfilling an approved Data Request?

‘es @
No O
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G. Joining Data Sets
Will the data request require the joining of data sets?
Yes
No

If “Yes”, please explain the need to be met through joining:

Data Request ID:

O ®
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Has the privacy office representative for each data set agreed to this use?

Yes

O ®

No

Has the joining of data and agreement of parties to this type of use he=n made par-~. 1 DUA?

®

Yes

O

No
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H. Security Review (Required Security Office Information)

Receiving Agency Security Office (Information Security Officer [ISO] or delegated official):
Office Name
POC Name
Office Phone
Email

Receiving Agency Security Attestation

Has the source agency provided attestation of their hosting envirorn <i1.* such as: 1IST2 001, HITRUST,
FedRAMP, SOC Il Type 2 or Vendor Readiness Assessment Re, .~ *?

NOTE: To view/open the Security Attestation Supporting documentation, please see the associated li."(s) .:ovided in the NCLDS Data
Selector Application.

Yes, 1ISO27001

Please provide documentation

Yes, HITRUST

Please provide doc’:me".ai on

Yes, FEDRAMP

Please prov.de documer w 01,

Yes, SOC 1. Ty)e 2

liease provia. documentation

Yes, Vendur '« adiness Assessment

Please provide documentation

No
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Receiving Agency Security Attestation
If no, can the receiving system otherwise demonstrate NIST 800-53 compliance?

Yes O

Please provide documentation

No O

If no, is the receiving system NIST 800-171 compliant?

Yes O

Please provide documentation

No O

Can the data security authority for the receiving sy: “el.« 2.test vi~. thr, HE CVAT On-Prem to the security of
the receiving system?

Yes ®

Please provide documenta ion

No O

NOTE: To view/open the Security Attest atic 1 Supporting documentation, please see the associated link(s)
provided i, 1.2 NCLDS Data Selector Application.
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Assessment of Receiving Agency Risk Impact

Has the impact of exposure been reviewed with the security office?
Yes

No

O O

Has the impact and location of data been reviewed with the security office?
Yes
No

Has the overall project been reviewed with the agency security >ftize?
Yes

No

OO0 OO0

*NCLDS will work in partnership with Data Co.wributors i.ii.,acted by each Data Request to secure the
necessary receiving sys!=n. <.:curity att~s. atir,n from the Data Requester.
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l. Documentation

Data Request

To view/open the NCLDS Data Request please see the associated link provided in the NLYS% Data
Selector Application.

Data Use Agreement (DUA) with embedded Information Security Agreement \nr,uage

To view/open the NCLDS Data Use Agreement (DUA) please see the a~sociated link r:cvided in the
NCLDS Data Selector Application.

Next Steps

Once the PTA is complete, the NCDIT Privacy Te~™ vl review the* 1A and documentation to
determine next steps. The Team will reach out t2 **.e _ead c~.nc ..~y questions or clarifications.
The Team will provide a written recommenda*'or, for next ste, .. bata requests that require
Department-level privacy review or higher w... o¢ identifiec.
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